Email Subject: – Request for privacy, security and data breach information 
Hi [Provider],
As a Registered Training Organisation (RTO), we are required to safeguard personal information and maintain compliance with Australian privacy and regulatory requirements.
We are currently reviewing our governance records for the [system/product name] provided by your organisation and request the information below (or links to equivalent documentation) relevant to this product and its supporting infrastructure.
1. Privacy and Data Handling
· Current Privacy Policy and applicable data processing terms
· Data hosting locations and sub-processor list
· Data retention and deletion practices (including backups and end-of-contract handling)
· Processes supporting access and correction requests under the Australian Privacy Principles
· Confirmation the system supports required RTO record retention periods
2. Security Assurance and Certification
· Current security certifications (e.g. ISO Accreditation – certificate number, scope, issuer, expiry).  
· Most recent independent security assessment (e.g. penetration test or equivalent) – with executive summary dated within the past 12 months
3. Data Breach Management
· Incident or Data Breach Response Policy
· Confirmation of alignment with the Australian Notifiable Data Breaches (NDB) scheme, including:
· How suspected breaches are assessed
· How and when customers are notified of an eligible data breach
· Security incident contact channel and expected response timeframes
4. Key Technical Controls (day-to-day-security)
· Access management controls (e.g. SSO, identity provider integration, MFA capability, role-based permissions)
· Encryption of data in transit and at rest
· Logging and audit functionality, including log retention and customer access to audit logs for their own data and user activity
· Vulnerability management and patching approach, including remediation timeframes for critical or high risk issues
Please acknowledge receipt within 5 business days and provide a full response within 15 business days. If any item is not available or not applicable, please provide clarification and any relevant improvement timeframes.
If we do not receive a response by [date], we will assess the risk of continuing to use the system without this assurance, including whether additional controls or alternative providers should be considered.
Regards, 
[Your email signature]
